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• Risk                   Project Management Body of Knowledge - PMBOK

• An uncertain event or condition that, if occurs, has a positive or negative effect on project’s objective

• Issues                QATAR National Project Management

• An issue is something currently happening that is having a negative impact on the project and requires resolution for 
the project to proceed successfully

• An issue can be associated with a risk if the risk is realized; has occurred
• Risk Response   PMBOK

• The process of developing options and actions to enhance opportunities and reduce threats to project objectives     

• Includes acceptance of the risk or issue consequence

• Includes Mitigation and Contingency          

• Mitigation

• Risk mitigation implies an elimination or reduction of the probability of risk occurrence    

• Contingency

• Issue contingency implies an elimination or reduction of the impact of issues or alternative actions taken

Definitions
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Risk Planning     Risk Identification     Risk Analysis     Risk Response    Risk Monitoring and Control
PMBOK• Risk Planning

• Risk planning starts early in development – A Risk Plan is developed that defines risk activities throughout 

development and operation

• When a risks are discovered, plans to eliminate the risks or to mitigate consequences of risks are developed and 

executed 

• Risk Identification 

• Risk identification continues throughout development and during execution

• Anyone on the program can identify a risk

• The risk is reviewed by key stakeholders

• If the review determines that the risk is valid plans to manage the risk are developed and assignments made to 

manage the risk

• Risk Analysis 

• Risk Analysis had the following Components

• A future root cause(s) (yet to happen) which if eliminated or corrected, would prevent a potential consequence 

from occurring (NOTE - If a root cause cannot be determined there is NO risk)

• A probability of occurrence (or likelihood) assessed at the present time and updated when necessary of the 

future root cause occurring

• The consequence (or effect/impact) of that future occurrence

• The time horizon during which the consequences will occur if the risk is not mitigated

• Risk Priorities mapping of probability of risk occurrence and risk consequence

• Risk Triggers specific events or conditions that indicate when to develop and execute mitigation or 

contingency strategies

Risk Management is an Overarching Process that Encompasses 
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• Risk response must be 
• Appropriate to the significance of the risk
• Cost effective in meeting the challenge 
• Timely and realistic 
•Agreed to by individuals involved    

• Risk Responses has at least five components
• Acceptance – Accept the consequences of the risk occurring
• Avoidance – Attempt to avoid the consequence
• Transfer – Transfer risk to other entity to deal with it
• Escalate – Escalate risk to a higher entity
• Mitigation – Mitigate risk
Contingencies for issues

Risk Response
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Risk response is the process of developing options and determining actions to eliminate or 
reduce threats to the project’s objectives        



• Risk Identification is the activity that:
• Identifies potential and current risks
• Examine elements of the program to identify potential root causes of risks
• Risk identification begins as early as possible in successful programs and continues throughout the life of the program 

• Risks can be associated with all aspects of a program; e.g.
• Requirements, Design, Cost, Schedule. Threat, Security, Technology Maturity, Performance, Supplier, Contractor, Sponsor, Etc.

Risk Identification
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• The following are important guidelines for effective risk mitigation:
• Prepare detailed mitigation strategies for all medium, high and very high risks 

• With sufficient detail about what is to be done, when, where, and by whom
• Develop mitigation strategies as early as possible, allowing time to address risks needing special attention or action

• Helps reduce the chance of having high-priority risks appear at the last moment on the critical path
• Prepare contingency strategies for all high and very high priority risks and risks imminent to occur 

Risk Mitigation



• A well-written risk statement contains the following components: 

• Description – A description of the risk

• Cause – The negative conditions that currently exist relative to the risk

• Identification of root cause(s) of the risk 

• This provides justification that the risk exists

• Probability of Occurrence – The likelihood of the occurrence of the risk 

• Within a future time frame 

• Or a future event 

• Consequence – The effect(s), negative impact(s) to the program(s) in case the risk occurs

• The consequence should be related to at least cost, schedule, scope and performance

• Consequence could also result in opportunities that may surface in correcting the problem

Description / Cause - An Interface Working Group has not been formed and a plan to 

form one does not exist.  

IF key stakeholders cannot agree on interface protocol by 11/15/2018

THEN the schedule for development and delivery will be delayed causing cost overruns. 

NOTE: The cause includes assurance that the reason for the risk is valid.  I.e., is there a compelling reason (a root cause)

to assume that stakeholders cannot agree on the interface protocol by 11/15/2018?  Not just pie in the sky.

Harvest Best Practice – Ensure that Interface working groups are established for all projects

Risk Description
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(EXAMPLE)    



• Risks must be written in a clear, concise and unambiguous fashion  

• Words and phrases that may have confusing and multiple interpretations must be avoided:

Examples
• Adequate
• Ad hoc
• All
• Always
• Appropriate
• Clearly
• Easy
• Existing
• Fast
• Flexible
• Future
• If required
• Immediately
• Large
• Light

• Limited

• Near real time 

• Periodic

• Portable

• Rapid

• Several

• Slow

• Small

• Sometimes

• State of the art

• Sufficient

• Usable 

• User-friendly

• Weight

• When required

Also: 
http://www.ppi-int.com/newsletter/SyEN-017.php#article

Risk Description
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• A future root cause is the most basic reason for the presence of a risk  

– With out a root cause there is NO risk

• The cause of the risk has to be isolated and defined

• Root causes should be initially identified when risks are identified

• Once root cause are identified they may need to be analyzed 
further to determine the actual deep rooted causes of the risks

• Root causes are documented and they support: 

• Establishing risk mitigation and contingency strategies

• Improvement opportunities

• Root causes can also be referred as risk drivers

Typical root causes may be associated but not limited with: 
• Threat 
• Requirements  
• Technical Baseline
• Test and Evaluation 
• Modeling and Simulation
• Technology

Availability/Maturity
• Logistics
• Management

Contractor/Customer

• External Factors 
Utilities/Water/Electrical 
Failure/Cyber Attacks /Etc.

• Budgets 
• Earned Value Management
• Product Production 
• Industrial/Contractor Capabilities  
• Schedules
• Government Regulations

Local/National

Root Causes
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Side Bar
Managing non-risks can very costly and time consuming

While supporting a project as an independent Verification
and Validation (IV&V) engineer that over looks all aspects
(engineering and management) of the project, at a meeting
we were reviewing risks. This was a small project but had
over 100 risks they were managing. I had reviewed the risks
prior to the meeting and had concluded that most were not
valid risks. I mentioned that there were too many risks. The
project manager said that there were not enough, that we
should have 250 risks. I asked, why? He answered that
executive management and the customer had recommended
that the program should have at least 250 risks. I said that
does not make much sense, that a risk is a risk is a risk, if it is
not a risk it is not a risk, the sky is falling is not a risk! I
mentioned that I did not see any root cause analysis and that
managing non risks can very costly and time consuming.

At the next meeting the program had reduced the risks to
9 REAL RISKS!



• Probability of occurrence assessed, at the present time, is the probability of a future root cause occurring

• The probability of a risk occurring is rated on a scale between 0 and 1

• When the probability of occurrence = 1; (100%)
• The risk has occurred; it then becomes an issue and is managed as an issue

• For most risks, estimating the precise probability of occurrence may be difficult
• Analysis by subject matter experts (SMEs) may be necessary, and often using Best Engineering Judgment

Probability of occurrence may begin with a qualitative description of probability, which will tie to a numeric range of probability

Probability Description Probability % of Occurrence
Very High (Extremely likely) 81% and =100%

High (Probable) 61% – 80%

Medium (Possible) 41% – 60%

Low (Unlikely) 21% – 40%

Very Low (Highly improbable) l% – ≤20%

Probability of Occurrence 

Probability Scores
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Program/Project 
Objective

Very Low 
(Minor) 

Low 
(Moderate) 

Medium 
(Serious) 

High  
(Critical) 

Very High 
(Catastrophic) 

Cost Insignificant
increase

Increase 
< 2% of 
budget baseline

Increase 
2–5% of 
budget baseline

Increase
6–10% of 
budget baseline

Increase 
> 10% of 
budget baseline

Schedule Insignificant 
slippage

Slippage < 2% of 
project baseline 
schedule

Slippage 2–5% of 
project baseline 
schedule

Slippage 6–10% of 
project baseline 
schedule

Slippage > 10% of 
project baseline 
schedule

Scope Scope decrease 
barely noticeable

Minor areas of 
scope affected

Major areas of 
scope affected

Scope reduction 
unacceptable to 
sponsor

Project outcome is 
effectively useless

Performance Performance
degradation barely 
noticeable

Performance
degradation 
noticeable, but does 
not fail acceptance 
criteria

Performance
reduction requires 
sponsor approval

Performance
reduction 
unacceptable to 
sponsor

Project outcome is 
effectively useless

Consequence of Risk Occurrence
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Impact

Very High

High

Medium

Low

Very Low

Very HighHighMediumLowVery Low
Probability of Occurrence

Risk Priorities

Low 
Priority

Medium 
Priority

Very High
Priority

Very Low 
Priority

High 
Priority

Very Low Priority Risks are placed in a Risk Watch List which are periodically monitored.
Other Risks are monitored more aggressively. 
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Risk Monitoring and Control 
• In order to effectively monitor and control risks a Risk Repository needs to be established

• Also called a Risk Register

• There are many risk tools that provide repository capabilities
• Home developed tools
• Commercial tools
• Corporate/agency tools
Note: Risk register implementation may depend on project size.  A month long project might just need a spread 
sheet table whereas a multi-year, geographically dispersed project may require an internet and SQL-based database 
tool

Risk Closure
• Risks are closed when:

• They are no longer a threat (the risk lessened or vanished)
• They have been mitigated
• They have been transferred or escalated

• The new owners now manage and monitor the risk

• When risks occur they become Issues and may be closed as risks or left open in the repository and managed as Issues
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Risk Management Flow
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Issue Management
• Issue Occurrence

• Issue has occurred due to a risk being realized and is causing damage to the program
• Issue has occurred without being the result of a risk being realized

• Issue Contingency
• If Contingency strategies exist start their execution
• If they do not exist develop and execute them
• Accept the consequence of the issue

• Issue management is similar to risk management

Opportunities
• When risks or issues have been resolved, or not resolved, the opportunity exists  to 

harvest best practices:
• Methods that dampened or eliminated risks or issues
• Lessons learned while executing the risk management program
• Others?
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Issue Management Flow
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